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The Audit,

Audit, Risk and Improvement Committee
6 August 2026

Risk and Improvement Committee meeting was held at the EMRC Administration Office,

1st Floor, 226 Great Eastern Highway, Ascot WA 6104 on Thursday, 6 August 2026. The meeting commenced at 6:00pm.
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1 DECLARATION OF OPENING AND ANNOUNCEMENT OF VISITORS
The Presiding Member opened the meeting at 6:00pm.
1.1 ACKNOWLEDGEMENT OF COUNTRY

The Presiding Member acknowledged the traditional custodians of the land and paid respect to elders
past, present and emerging.

1.2 ANNOUNCEMENT OF VISITORS

The Presiding Member welcomed Mr Aram Madnack, Director from the Office of the Auditor General for
Western Australian and Mr James Cottrill, Principal from Stantons to the meeting.

 W//ANNC D W/AL ) A\

2 ATTENDANCE, APOLOGIES AND LEAVE OF ABSENCE (PREVIOUSLY APPROVED)

N~

Audit, Risk and Improvement Committee Members

Mr Frederic Ong Presiding Member Independent Member
» Cr Kathryn Hamilton Committee Member Town of Bassendean
Cr Paul Poliwka (via Teams) Committee Member Town of Bassendean
Cr Michelle Sutherland Deputy Committee Member City of Bayswater
Deputising for Cr Piffaretti
Apologies
Cr Filomena Piffaretti Committee Member City of Bayswater
Cr Steven Ostaszewskyj Committee Member City of Bayswater
% EMRC Officers
% Mr Hua Jer Liew Chief Executive Officer
‘ Ms Kasa Nakhonthat Acting Chief Financial Officer
Mrs Le Truong Acting Manager Financial Services
Mr David Schmidt Manager Information Services
Ms Theresa Eckstein Executive Assistant to the Chief Executive Officer (Minutes)
Visitors
Mr Aram Madnack Director Office of the Auditor General for Western Australia
Mr James Cottrill Principal Stantons

DISCLOSURE OF INTERESTS

Nil

Audit, Risk and Improvement Committee | Agenda | 6 August 2026 | 1 Ordinary Meeting of Council | 27 August 2027
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11

ANNOUNCEMENTS BY THE CHAIRPERSON OR PRESIDING MEMBER

The Presiding Member thanked Councillors for his appointment and said it was an honour to be appointed
Presiding Member of the Audit Risk and Improvement Committee (ARIC). The Presiding Member emphasised
his commitment to providing neutral leadership and ensuring ARIC meetings are conducted effectively, fairly,
and in accordance with governance requirements. The Presiding Member further stated an intention to facilitate
objective oversight of the EMRC's financial practices and support sound risk management as well as expressing
a desire to work collaboratively with EMRC Councillors.

PUBLIC QUESTION TIME

Nil

PETITIONS, DEPUTATIONS AND PRESENTATIONS

Nil

CONFIRMATION OF MINUTES OF PREVIOUS MEETING

7.1 MINUTES OF THE AUDIT, RISK AND IMPROVEMENT COMMITTEE MEETING HELD ON
4 JUNE 2026 (D2026/11103)

That the minutes of the Audit, Risk and Improvement Committee meeting held on 4 June 2026 which
have been distributed, be confirmed.

AUDIT, RISK AND IMPROVEMENT COMMITTEE RESOLUTION
MOVED CR SUTHERLAND SECONDED CR HAMILTON

THAT THE MINUTES OF THE AUDIT, RISK AND IMPROVEMENT COMMITTEE MEETING HELD ON
4 JUNE 2026 WHICH HAVE BEEN DISTRIBUTED, BE CONFIRMED.

CARRIED UNANIMOUSLY
QUESTIONS BY MEMBERS OF WHICH DUE NOTICE HAS BEEN GIVEN
Nil
QUESTIONS WITHOUT NOTICE
Nil

ANNOUNCEMENT OF CONFIDENTIAL MATTERS FOR WHICH MEETINGS MAY BE CLOSED TO
THE PUBLIC

Nil
BUSINESS NOT DEALT WITH FROM A PREVIOUS MEETING

Nil

Audit, Risk and Improvement Committee | Agenda | 6 August 2026 | 2 Ordinary Meeting of Council | 27 August 2027
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121 INTERIM AUDIT REPORT FOR THE YEAR ENDING 30 JUNE 2026

D2026/13642 (ARIC) | D2026/18314
PURPOSE OF REPORT

The purpose of this report is for Council to note the contents of the Interim Audit Report for the year ending 30 June 2026
and the management comments provided in response.

KEY POINT(S)

»  The auditors from the Office of the Auditor General (OAG), has completed the interim audit for the year ending 30
June 2026.

»  The Interim Audit Report, inclusive of management comments provided in response, has been received from the OAG.

 W//ANNC D W/AL A\

RECOMMENDATION(S)

\

That Council notes the contents of the Interim Audit Report and the management comments provided in response forming
the attachment to this report.

SOURCE OF REPORT

Employee Disclosure under s.5.70 of the Local Government Act 1995

Author(s) Acting Chief Financial Officer Nil

N—/

Responsible Officer Chief Executive Officer Nil

BACKGROUND
1 An interim audit is undertaken annually prior to the end of the financial year by the OAG.
2 The interim audit covers a review of the accounting and internal control procedures in operation as well as the

testing of transactions and an examination of some compliance matters which are required under the
Local Government Act 1995 and Local Government (Financial Management) Regulations 1996.

//gf',g

3 The interim audit involves a test of controls (compliance tests), analytical procedures and some limited
substantive tests. This will assist to ensure the design of the audit plan will contribute to the audit being done
efficiently and effectively. The interim audit will identify high risk areas (if any) and provide the auditor with greater
assurances.

———

4 The Interim Audit report is submitted to Council, via the Audit, Risk and Improvement Committee, and forms part
of the report scheduled to be tabled in November this year relating to the adoption of the audited Financial Report
and the Independent Auditor's Report on that Annual Financial Report.

. J I\
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REPORT

5 The Interim Audit for the year ending 30 June 2026 was undertaken by the OAG, between 15 and 26 June 2026.
The interim audit covered a review of accounting and internal control procedures in place at the EMRC, as well
as testing of transactions in the following areas:

Bank Reconciliations;

Investments;

Purchases;

Payments and Creditors;

Receipts and Sundry Creditors;

Payroll;

General Accounting (including journals);

IT Controls;

Registers (including Tenders Register); and

Minutes Review.
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6 The interim audit also covered an examination of some compliance matters, which are required under the
Local Government Act 1995 and Local Government (Financial Management) Regulations 1996.

N—/

7 The findings of the Interim Audit are detailed in the attached report. Management’s comments in response to the
matter raised are also included in the Interim Audit Report.

8 The auditor will be in attendance to provide an overview of the audit plan and respond to queries relating to the
audit.

STRATEGIC/POLICY IMPLICATIONS

9 Reporting on the EMRC Strategic Policy implications align with the revised Strategic Plan 2017-2027 and the
Sustainability Strategy 2022/2023 - 2026/2027.

% FINANCIAL IMPLICATIONS
§ 10 Nil
J SUSTAINABILITY IMPLICATIONS
11 Nil
{
=
==
i
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RISK MANAGEMENT

Risk: Non-Compliance with Local Government Act 1995 and Local Government (Financial

Management) Regulations 1996

Consequence Likelihood Rating
Moderate Unlikely Moderate
Action/Strategy

> Interim Audit reviews are conducted to ensure controls are in place to ensure compliance with the Local
Government Act 1995 and Local Government (Financial Management) Regulations 1996.

» External Audit confirms compliance.

> Internal Audit Program.

MEMBER COUNCIL IMPLICATIONS

Member Council Implication Details
Town of Bassendean } i
i
City of Bayswater
ATTACHMENT(S)

Interim Audit Report for Year Ended 30 June 2026 (D2026/18315)
VOTING REQUIREMENT

Simple Majority

RECOMMENDATION(S)

That Council notes the contents of the Interim Audit Report and the management comments provided in response forming
the attachment to this report.

Discussion ensued.

The Presiding Member asked Mr Madnack of the Office of the Auditor General whether the audit team had tested if former
employees still retained access to the systems, or if the review was limited to a documentation checklist.

Mr Madnack responded that the audit team had also performed access testing. Based on the testing conducted, no
exceptions were identified.

Item 12.1 | Audit, Risk and Improvement Committee | 6 August 2026 | 3 Ordinary Meeting of Council | 27 August 2027



M I ———— e ¢ —  — MW/ DI/ AN

\AEMRC

AUDIT, RISK AND IMPROVEMENT COMMITTEE RECOMMENDATION(S)
MOVED CR SUTHERLAND SECONDED CR HAMILTON

That Council notes the contents of the Interim Audit Report and the management comments provided in response forming
the attachment to this report.

CARRIED UNANIMOUSLY
Mr Ong thanked Mr Madnack for his services. Mr Madnack departed the meeting at 6:09pm.
COUNCIL RESOLUTION(S)
MOVED SECONDED
Item 12.1 | Audit, Risk and Improvement Committee | 6 August 2026 | 4 Ordinary Meeting of Council | 27 August 2027
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OFFICIAL
ATTACHMENT
EASTERN METROPOLITAN REGIONAL COUNCIL
PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2026
FINDINGS IDENTIFIED DURING THE INTERIM AUDIT
Potential Year first
Index of findings impact on Rating .
. L raised
audit opinion
1. Inadequate journal review and No Significant 2026
approval controls
2. Employee termination process No Moderate 2026
3. Lack of independent review of fees No Moderate 2026
and charges updates
4. Lack of evidence of investments No 2026
approval
Ratings

The ratings in this management letter reflect our assessment of risks based on the likelihood
and potential impact if no action is taken. These outcomes consider both quantitative impact
(such as financial loss) and qualitative impact (such as inefficiency, non-compliance, poor
service to the public or loss of public confidence).

@ Significant — Findings where there is potentially a significant risk to the entity should the
finding not be addressed by the entity promptly. A significant rating could indicate the need for
a modified audit opinion in the current year, or in a subsequent reporting period if not
addressed. However, even if the issue is not likely to impact the audit opinion, it should be
addressed promptly.

® Moderate — Those findings which are of sufficient concern to warrant action being taken by
the entity as soon as practicable.

— Those findings that are not of primary concern but still warrant action being taken.

Page 1 of 5
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ATTACHMENT

EASTERN METROPOLITAN REGIONAL COUNCIL
PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2026
FINDINGS IDENTIFIED DURING THE INTERIM AUDIT

1. Inadequate journal review and approval processes

Finding
As part of our review of journal entries processed during the period from 1 July 2025 to
31 May 2026, we noted the following:

e Manual journals are reviewed, approved and processed by the Manager of Financial
Services but not reviewed by an independent officer

¢ Journal reviews are performed retrospectively at the end of each month. These reviews
include journals processed by the Manager of Financial Services and other manually
processed journals. As a result, journal entries may remain unreviewed for an extended
period after being posted to the general ledger.

Rating: Significant

Implication
The absence of an independent review of journals increases the risk that errors, inappropriate
adjustments, or fraudulent transactions may not be detected in a timely manner.

In addition, the retrospective review of journal entries reduces the effectiveness of the control
and increases the risk of material misstatements in the financial statements.

Recommendation
We recommend that management review and strengthen journal review and approval
procedures to ensure that:

¢ All journal entries are independently reviewed by an authorised officer

¢ Journals are reviewed within an appropriate timeframe depending on the nature and risk of
transaction.

Management comment

Management acknowledges the significance of the auditors’ recommendations and is
committed to implementing these actions immediately. This will reduce the risk of errors or
fraudulent activity being recorded and not detected, which could lead to material misstatements
in the financial statements. The following actions has been identified and implemented to
improve the integrity and accuracy of the journal posting:

e Ad-hoc journals will be independently reviewed and approved by an authorised officer
before posting, ensuring enhanced oversight and accountability; and

e Standard journals will be examined fortnightly by an authorised officer which will help
mitigate the risks of errors, inappropriate adjustments or fraudulent entries impacting the
integrity of the financial statements.

Responsible person: Manager Financial Services
Completion date: Immediate

Page 2 of 5
9



OFFICIAL

ATTACHMENT

EASTERN METROPOLITAN REGIONAL COUNCIL
PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2026
FINDINGS IDENTIFIED DURING THE INTERIM AUDIT

2. Employee termination process

Finding

From our enquiry with management, we noted that there is no established formal employee
termination process, including a documented termination checklist, to guide and document
termination activities.

We tested three employee terminations that occurred during the period from 1 July 2025 to
31 May 2026 and noted that the termination tasks were not consistently documented or
evidenced.

Rating: Moderate

Implication

Without a formal employee termination process and supporting documentation, there is a risk
that termination procedures may not be completed in a timely or consistent manner.
Additionally, there is an increased risk of fraud, misappropriation or loss of assets or
unauthorised access to information.

Recommendation

We recommend that management develop and implement a formal employee termination
process, including a documented termination checklist. The checklist should be completed and
retained for all employee cessations to ensure that key terminations activities are consistently
performed in a timely manner.

Management comment

Management acknowledges the auditors’ recommendations and recognises the risk of material
misstatement that may arise from non-compliance with labour laws, financial fraud or severe
data security breaches. Management is cognisant that the lack for follow-ups to ensure the
completion of the termination checklist can leave the company exposed to unauthorised asset
and information access as well as payroll leakage, underscoring the importance of robust
controls and consistent documentation. The Human Resources team has implemented the
following procedure with immediate effect:

e The Human Resources (HR) team has implemented a new termination procedure. The
termination notification email sent by Human Resources team will include a link to the
relevant OneDrive/SharePoint file for all staff responsible for completing employee
termination tasks.

e The team will review and follow up on the termination checklist to ensure all required actions
have been completed and to maintain accountability throughout the termination process.
Once the actions have been reviewed for its completeness by the HR Team, the completed
checklist is confirmed by the supervisor in the HR Team and saved as a record in the
Content Management system for the specific terminated employee. This will ensure
evidence is readily available for audit and review purposes.

Responsible person: Manager Human Resources
Completion date: Immediate

Page 3 of 5
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ATTACHMENT

EASTERN METROPOLITAN REGIONAL COUNCIL
PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2026
FINDINGS IDENTIFIED DURING THE INTERIM AUDIT

3. Lack of independent review of fees and charges updates

Finding

During our walkthrough of the Mandalay system, which is EMRC's waste management and
customer billing system maintaining customer records and calculating fees and charges for
waste disposal and related services, we noted that there was no evidence of an independent
review or authorisation of updates made to fees and charges within the system.

Rating: Moderate

Implication

The absence of an independent review increases the risk that the fees and charges may be
updated inaccurately or without prior appropriate approval resulting in incorrect billing and
revenue recognition. This could also result in material misstatement in the financial statements.

In addition, incorrect or unauthorised fees updates may adversely impact customers, resulting
in customer complaints, legal disputes and reputational damage to EMRC.

Recommendation

We recommend that management implement an independent review process for all updates
made to fees and charges within the Mandalay system. The review should be timely,
appropriately documented and retained as evidence.

Management comment
Management concurs with the auditors’ recommendations and has established the following
procedures and controls:

e Access levels within Mandalay are now categorised as Data Administration and System
Administration. Only users with System Administration privileges may alter fees and
charges, thereby ensuring appropriate segregation of duties.

e Upon completion of any changes, the relevant site managers will conduct a review and
grant approval for updates to the fees and charges.

e The Finance Team will periodically assess updates to fees and charges, documenting,
authorising, and securely storing this review for record-keeping purposes.

The immediate implementation of the above review process not only strengthens oversight but
also ensures that fees and charges are fair, reasonable, and transparent. This process aligns
with our objective for validation, helping to avoid bias or conflicts of interest.

Responsible person: Managers and authorised Team members within assigned ability
to update fees and charges
Completion date: Immediate

Page 4 of 5
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ATTACHMENT

EASTERN METROPOLITAN REGIONAL COUNCIL
PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2026
FINDINGS IDENTIFIED DURING THE INTERIM AUDIT

4. Lack of evidence of investments approval

Finding
The Council’s Management of Investments Policy requires all investments to be authorised in
writing by the CEO or their delegate, the CFO, prior to investments being made.

As part of our review of investments activities, we identified an instance where there was no
written evidence that an investment had been approved by the CEO, or their delegate, prior to
the investment being made.

Further to the above, we tested an additional five samples of investments entered during the
period from 1 July 2025 to 22 June 2026 and noted they were appropriately approved.

Rating:

Implication

The absence of documented approval increases the risk that investments may be made
without appropriate authorisation. In addition, this represents non-compliance with the
Council's Management of Investments Policy.

Recommendation

We recommend that management review the current investment approval process to ensure
that evidence of approval is consistently obtained and retained prior to investments being
made. This review should consider whether existing procedures, documentation requirements
and record-keeping practices are sufficient to demonstrate compliance with the investments

policy.

Management comment
The standard process of obtaining physical evidence of approval following verbal approval was
not followed to the required standard in one identified instance.

Management acknowledged that this falls below the acceptable standard expected of ensuring
that physical evidence of approval is required in all instances. This provides a verifiable, tamper-
resistant record of who authorised what, when and why. This creates an audit trail that can be
reviewed, reproduced and defended.

To ensure that evidence of approval is obtained prior to investments being made, Finance Team
members will ensure that approval from the CEQ or his delegate, is obtained and documented
in a timely manner, with immediate effect.

Responsible person: Chief Executive Officer, Chief Financial Officer and
Finance Team members
Completion date: Immediate

Page 5 of 5
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12.2 INTERNAL AUDIT REPORT - 2025/2056 PROGRAMME

D2026/13644 (ARIC) | D2026/18316
PURPOSE OF REPORT

The purpose of this report is to present the Audit, Risk and Improvement Committee (ARIC) with the internal audit report of
the 2025/2026 programme.

KEY POINT(S)
»  Atthe June 2020 meeting, Council endorsed a new internal audit programme to be spread over a three-year (plus

three year) cycle to coincide with the new requirements of the Local Government (Financial Management)
Regulations 1996 and consisting of 22 auditable areas.

 W//ANNC D W/AL A\

> This year represents the final year of the three-year (plus three-year) programme.
' »  Theinternal audit programme for this year commenced in May 2026 for the 9 auditable areas as set out in this report.
> The audits were finalised by July 2026 and internal audit reports are now ready to be presented to Council.
»  8auditable areas have achieved or mostly achieved their overall risk rating outcomes.
b > 1 of the auditable areas has been deferred to the near future due to an issue with the software vendor.
» A summary of the findings, recommendations and business improvements for the various auditable areas is set out
in the table contained within this report.
RECOMMENDATION(S)
That:
1. Council notes the internal audit reports forming attachments 1 to 8 to this report.

2. Attachment 4 remains confidential and be certified by the Chairperson and the CEO.

% SOURCE OF REPORT

& Employee Disclosure under s.5.70 of the Local Government Act 1995

: Author(s) Acting Chief Financial Officer Nil

<‘ Responsible Officer Chief Executive Officer Nil

)
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BACKGROUND

1

2

Business

The three-year (plus three-year) programme is as follows:

At the Audit Committee (AC) meeting held on 4 June 2020 (Ref: D2020/05734), the Committee endorsed a three
year (plus three year) programme, which was subsequently adopted by Council at its meeting of 18 June 2020.

Auditable Area Team 2020/2021 2021/2022 2022/2023 2023/2024 2024/2025 2025/2026

Accounts Business

Payable Support ° ° °

(Masterfile)

Accounts Business

Payable Support ° ° °

(Transactional)

Accounts Business N o o

Receivable Support

Contract Operations o o o

Management

Corporate Business o o

Governance Support

Grants Sustainability N o

Management

Human Office of CEO

Resource ° ° °

Management

Investment Business N o

Policies Support

IT General Business o N N o o o

Controls Support

IT Vulnerability Business N o o

Assessment Support

OH&S Systems | Office of CEO o o o

Review

OH&S Office of CEO

Reporting and o o o

Remedial

Actions

Payroll Business

(Masterfile & Support ° ° °

Compliance)

Payroll Business N o o

(Transactional) Support

Plant & Operations N o

Equipment

Procurement Business o o
Support

Records Business o o

Management Support

Item 12.2 | Audit, Risk and Improvement Committee | 6 August 2026 | 2
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g Auditable Area B‘.‘rii;‘r‘:fs 202002021  2021/2022 | 202212023  2023/2024 | 2024/2025 = 2025/2026
§ Taxation Business o o
= Support
= Waste Operations
Management N o o
g Facility (Landfill
é Operations)
Q\\ Waste Operations
\ Management
D (Wood waste,
= Community
é Recycling ¢ * ¢
Centres and
' other processing
transfer)
' Financial Business
Management Support
Systems Review ° °
(legislative
requirement)
b Review of Risk | Business
Management, Support
Internal  Control
and Legislative ° °
Compliance
(legislative
requirement)
REPORT
3 The internal audit programme for the 2025/2026 financial year commenced in May 2026 for the following audit
areas:
» Accounts Payable (Transactional);
% > Accounts Receivable;
K > Investment Policies;
\ > IT General Controls;
: > IT Vulnerability Assessment,
» Payroll (Transactional);
4 »  Procurement;
» Taxation; and
é » Waste Management Facility (Landfill Operations).
= 4 The internal audit for IT Vulnerability Assessment could not be performed this time and has been deferred for
future due to the issue with software vendor.
/ 5 The last set of internal audits (2024/2025) were presented at the 7 August 2025 Audit Committee meeting and
g the 28 August 2025 Council meeting.
}
Item 12.2 | Audit, Risk and Improvement Committee | 6 August 2026 | 3 Ordinary Meeting of Council | 27 August 2027
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6 A summary of the findings on the internal audit are summarised as follows:
Auditable Area Qverall i Sunlnmlary 2 Recommendations Business Improvements
Rating Outcomes Findings
Accounts Achieved None None 1. Delegation limits within SynergySoft
Payable are currently managed by the
(Transactional) Manager Information Services, with

limited evidence of a formal change
control  process or tracking
mechanism for changes to system-
based delegation limits. EMRC should
implement monthly audit trail reports
to track changes to system-based
approval limits, including the date of
change, officer affected, nature of
change, approving officer, and reason
for change.

 W//ANNC D W/AL A\

Relevant management guidelines
should be reviewed and updated to
ensure they remain current, reflect
existing payment practices, and
address contemporary fraud and
cyber related payment risks. EMRC
should establish a periodic review
schedule for key finance management
guidelines to ensure they remain
current and aligned with legislative
requirements, business practices, and
emerging fraud and cyber risks.

N
N

N—/

Accounts Achieved None None None
Receivable
Investment Achieved None None None
Policies
IT General Achieved None None As detailed in the confidential attachment
Controls 4 to this report.
“ IT Vulnerability Deferred N/A N/A N/A
\ Assessment
\ Payroll Achieved None None None
(Transactional)
Procurement Achieved None None None
Taxation Achieved None None None

)

Item 12.2 | Audit, Risk and Improvement Committee | 6 August 2026 | 4 Ordinary Meeting of Council | 27 August 2027
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Auditable Area

Overall Risk

Rating Outcomes

Summary of
Findings

Recommendations

Business Improvements

Waste Achieved Audit noted that one | EMRC should: Given training for new weighbridge
Management of the two daily Till . officers is currently provided by
Facilty (Landil Check Reports > Reinforce the | experienced _weighbridge officers
Operations) reviewed was rngrement for based on operational experience,
completed before il Check EMRC should consider developing
4:00pm, with several Reports  to  be structured training materials for new
reports completed at completed after and relief weighbridge officers. The
approximately the final relevant training materials should focus on
3:30pm. As a result transaction  has practical operational matters that are
the Till Check Report been processed not fully covered by existing
amount did not or ensure that any procedures, including but not limited
reconcile to the ransaclions to:
Mandalay Summary processed after » common waste types and
Report amount due tilclose-out are corresponding till machine
to customer gloez:xeme 4 and selections;
transactions being reconciled > customer and vehicle scenarios;
processed after the : > tiobing ficket or ing:
close-outofonetil | » Ensure that ppIng licket processing,
machine. scanned » contaminated wastes;
Audit also noted reconciliation > escalatign points for unus.ual
that, in some cases, records are . transactions or customer issues;
scanned Till Check complete, legible, and
Reports were and not obscured > practical examples or
partially obscured by by other screenshots from relevant
other documents, document's systems.
which meant that the before being
amount on the saved.
covered report could
not be clearly
determined from the
scanned record.
7 The audit results of each of the auditable areas are covered in attachments 1 to 8 as part of this report.
8 The EMRC is reviewing all the findings, recommendations, suggested business improvement opportunities

highlighted in the final audit report and progressively being implemented.

9 On the recommendation of the Internal Auditor, attachment 4 is marked as confidential due to the content of the
document containing security matters in accordance with s.5.23(2) of the Local Government Act 1995.

STRATEGIC/POLICY IMPLICATIONS

10 Reporting on the EMRC Strategic Policy implications align with the revised Strategic Plan 2017-2027 and the
Sustainability Strategy 2022/2023 — 2026/2027.

FINANCIAL IMPLICATIONS

1" The annual budget provides for the internal audit function.

SUSTAINABILITY IMPLICATIONS

12 The internal audit function assists in ensuring the EMRC remains financially sustainable.

Item 12.2 | Audit, Risk and Improvement Committee | 6 August 2026 | 5
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RISK MANAGEMENT

Risk: The EMRC must continue to improve financial and asset management practices and to report

on any audit findings regularly

Consequence Likelihood Rating
Moderate Unlikely Moderate
Action/Strategy

»  Council to note the internal audit reports.

MEMBER COUNCIL IMPLICATIONS

Member Council Implication Details
Town of Bassendean }
City of Bayswater

Nil

ATTACHMENT(S)

Internal Audit Report - Accounts Payable (Transactional) (D2026/18318)

Internal Audit Report - Accounts Receivable (D2026/18320)

Internal Audit Report — Investment Policies (D2026/18321)

Confidential Internal Audit Report - IT General Controls (D2026/18322)

Internal Audit Report - Payroll (Transactional) (D2026/18324)

Internal Audit Report — Procurement (D2026/18325)

Internal Audit Report - Taxation (D2026/18325)

Internal Audit Report - Waste Management Facility (Landfill Operations) (D2026/18326)

© N o gk w =

VOTING REQUIREMENT
Simple Majority
RECOMMENDATION(S)

That:
1. Council notes the internal audit reports forming attachments 1 to 8 to this report.

2. The attachment 4 remains confidential and be certified by the Chairperson and the CEO.
Discussion ensued.

The Presiding Member noted a typographical error in the Attachment 7 and CEO confirmed this will be amended in the
minutes before tabling before Council at its August 2026 meeting.

Item 12.2 | Audit, Risk and Improvement Committee | 6 August 2026 | 6 Ordinary Meeting of Council | 27 August 2027
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AUDIT, RISK AND IMPROVEMENT COMMITTEE RECOMMENDATION(S)

MOVED CR SUTHERLAND SECONDED CR HAMILTON

That:
1.

Council notes the internal audit reports forming attachments 1 to 8 to this report.

2. The attachment 4 remains confidential and be certified by the Chairperson and the CEO.
CARRIED UNANIMOUSLY
Mr Ong thanked Mr Cottrill for his services
Mr Cottrill departed the meeting at 6:11pm.
COUNCIL RESOLUTION(S)
MOVED SECONDED
ltem 12.2 | Audit, Risk and Improvement Committee | 6 August 2026 | 7 Ordinary Meeting of Council | 27 August 2027
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1. EXECUTIVE SUMMARY
Introduction

The Eastern Metropolitan Regional Council (EMRC) is a progressive and innovative regional
local government working on behalf of two member Councils located in Perth’'s Eastern
Region: Town of Bassendean and City of Bayswater. This Region is a major gateway to greater
Perth, hosting Western Australia’ major air, road, and rail transport hubs. The EMRC is an
incorporated body established under the Western Australian Local Government Act 1995. The
EMRC’s operations are governed under an Establishment Agreement.

The Council provides a broad range of services across the region including waste
management and education, resource recovery, urban and natural environmental
management, and regional development of the region. Its Council is responsible for setting the
EMRC’s strategic direction. EMRC management implements this direction, ensures the
organisation’s values are sustained and provides an environment that encourages staff to
reach their full potential.

As part of the Strategic Internal Audit Plan 2020/2021 — 2025/2026 an audit of Accounts
Payable (Transactional) is conducted every second year. This is a core financial related audit
that would be expected to be relied upon by the Office of the Auditor General, Western
Australia. The audit will cover the period 1 July 2025 to 30 April 2026. This audit will examine
reliability and integrity of information, compliance and safeguarding of assets.

Audit Objective:

This is classified as an assurance audit with a focus on controls. We will use a combination of
walk throughs, interviews, process observation, and sampling to assess controls.

The specific objectives of this audit are as follows:

Reliability and Integrity of Information
o Determine whether payments are accurate, complete, made in a timely manner and
have adequate substantiation
o Determine whether adequate controls exist to provide reasonable assurance that
payments are only made to approved creditors
o Determine whether controls over record keeping provide reasonable assurance that
accounts are posted to correct general ledger account in a timely manner.

Compliance
¢ Identify whether payments are made in accordance with approved policy.

Safeguarding of Assets
e Determine whether there are adequate procedures in place to mitigate the risk of
fraudulent payments.

Risks ldentified
¢ Authorisation (including receipt of goods/services)
e Accuracy (including coding)
e Timeliness.

Page 3 of 16
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Scope of works

The audit period was 1 July 2025 to 30 April 2026.

Page 4 of 16
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2. OVERALL AUDIT OUTCOMES AGAINST AUDIT SCOPE OF WORKS

Overall Risk Rating

S
el Risk
Rating

Report Audit Scope Outcomes
Reference

Determine whether payments are accurate,
8.1 complete, made in a timely manner and have  Achieved N/A
adequate substantiation.

Determine whether adequate controls exist to

8.2 provide reasonable assurance that payments are =~ Achieved N/A
only made to approved creditors.

Determine whether controls over record keeping
8.3 provide reasonable assurance that accounts are

posted to correct general ledger account in a timely RENETER N
manner.

8.4 Id.entlfy whether pgyments are made in accordance Achieved N/A
with approved policy.

8.5 Determine whether there are adequate procedures Achieved N/A

in place to mitigate the risk of fraudulent payments.

3. SUMMARY OF FINDINGS

1. No findings were made.

4. RECOMMENDATIONS

1. No recommendations were made.

5. BUSINESS IMPROVEMENTS

1. Delegation limits within SynergySoft are currently managed by the Manager Information
Services, with limited evidence of a formal change control process or tracking mechanism
for changes to system-based delegation limits. EMRC should implement monthly audit trail
reports to track changes to system-based approval limits, including the date of change,
officer affected, nature of change, approving officer, and reason for change.

2. Relevant management guidelines should be reviewed and updated to ensure they remain
current, reflect existing payment practices, and address contemporary fraud and cyber-
related payment risks. EMRC should establish a periodic review schedule for key finance
management guidelines to ensure they remain current and aligned with legislative
requirements, business practices, and emerging fraud and cyber risks.
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